Identity Federation
Log in once, access
all your privileged
resources with Single
Sign-On. Manage the
different identities
and authentication
methods of your
network environment
with one, strong
authentication.

Securely identify
your online users
Existing online
services such as
banks, e-commerce
sites or customer
portals can use
Nexus' pluggable,
strong authentication
to identify users,
prevent unauthorised
access, and increase
online usage.

Strong
authentication

Cloud Access

Work from home

Multi Factor Cloud
Authentication
and Federation

The Nexus Hybrid Access Gateway provides your online
solution or network environment with flexible, convenient
two-factor authentication, and is able to handle a diversity
of different authentication methods and identities with
one single, convenient user authentication.

Existing authentication methods are diverse, and often rely on passwords or
hardware tokens which are inconvenient to the user and sometimes insecure.
Users often have to perform multiple independent authentications to access
different systems on your network.
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Securely identify your users and hide the complexity of your network

Key features ¢ Single Sign On and Identity
Federation

¢ Strong and convenient mobile

authentication using Personal

Mobile, mobile Bank Id or OTP

e Authentication of online services

o Remote workforce network access

e A versatile set of two-factor
authentication methods including
national Bank Id, smartcard, e-mail
OTP, hardware token, OCRA

¢ Deployable on-site, in virtual
appliance, as managed service
or in the cloud




Strong Authentication

Nexus Hybrid Access Gateway supports
a wide range of authentication schemes,
based on mobile or fixed connectivity.
The Nexus Personal Mobile app provides
your users with an always handy,
convenient and secure authentication
method. 3rd party id such as national
bank ids, OTP via SMS, smartcards,
hardware tokens, e-mail are other
examples of supported authentication
methods.

Simple registration

While the solution has a complete
function for issuing own identities, it

also allows for use of an existing Bank Id
identity, or an existing enterprise identity
such as MS Active Directory or LDAP, for
automated user registration.

Single Sign On and Identity Federation
Hybrid Access Gateway integrates
existing enterprise network resources,
SaaS services and cloud services into one
single identity, using SAML or any other
TCP/UDP protocol. The resources can
then be accessed with one single login,
locally or remotely.

Pluggable cloud authentication

Existing online services are able to

easily implement the use of the strong
authentication methods of Hybrid Access
Gateway, including national Bank Id or
Nexus Personal Mobile, to securely identify
online users, by use of SAML or API.




